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docker cii
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Hardware

potzrrzebaciidhest2 com - bead2 achitiors gmbh copyight 2021 docker run -ti alpine:3.11 /bin/sh

" “shell script
curl -fsSL https://get.docker.com -o get-docker.sh
sudo sh get-docker.sh
sudo usermod -aG docker ${USER}
# relogin

-" docker docs

@.I docs.docker.com

Get Docker

Home page for Get Docker


https://get.docker.com/

Linux Kernel

peter.-rossbachébesd? .com - beed?2 solutions gmbh copyright 2021



Overview

container

network

l

manages

docker CLI

REST APl

server
docker dasmon

Gl opencontainers.org

Open Container
Initiative - Open
Container Initiative

data volumes

manages

Detail

container

-
="

]
.
L

etho dockerQ

hitp 2375
https 2376
IPAM plugins
network plugins
docker cli v auth plugins
volumes plugins

[ volumes |
[__volumes |

peterrcasbachiibesd?. com - beedZ solutions gmioh copyright 201

Docker HUB
<Registry=




. man’.org

capabilities(7) - Linux
manual page

Docker
Registry

HCL




STOPSIGNAL

SHELL
HEALTHCHECGK

ONBUILD

ENTRYPOINT

Dockerfile - config

MAINTAINER

EXPOSE

WORKDIR

VOLUME

petermoesbach@ibesd2 com - beed? solutions gmbh copyright 2021

FROM debian

RUN apt update && apt install -y procps iproute2

) sithub.com @

opencontainers/image- _==E_
spec @9 docker docs

OCl Image Format. Contribute to
opencontainers/image-spec
development by creating an account on
GitHub.

O github.com
W @ docs.docker.com

label-schemarlabel- Dockerfile reference
schema.org
Static content for Label Schema Spec. Dockerfiles use a Simple DSL which
Contribute to label-schema/label-
schema.org development by creating an allows you to automate the StepS you
account on GitHub.
would normally manually take to create
an image.

" "Dockerfile

cat >Dockerfile <<EOF

FROM debian:10

RUN apt-get update && apt-get install -y apache2

CMD [ "/usr/sbin/apachect!”, "-D", "FOREGROUND", "-k", "start"]
EOF

docker build -t myapache .

AN NN



i Thin R/W layer i «—— Container layer

91e54dfb1179

infrabricks/tomcat:8 - _,
d74508fb6632 1.895 KB

infrabricks/java:openjdkB

h el = —

peterrossbachéibesd2.com - beed? solutions gmbh copyright 2021

infrabricks/tomcat:8

infrabricks/java:openjdkB

> |mage layers (R/O)

debian:7.6

root fs

Kernel
peterrossbech@beed2 com - beed2 solutions gmibh copyright 2021

d3alf33e8a5a 188.1 MB

Container



verschiedene Software

die gleiche Software skalieren

viele Orte
viele Machinen <
Machinen Sets

Platzierung von jeder Menge Software/Prozess

Verwaltung von vielen Maschinen/Computer

Plazierung
Install < Wenig Abhangigkeiten beim Start zur Laufzeit
Multiple versions & multi stages

Unterbrechungsfrei

verschiedene Versioen
Update Migration

Replace

Hohe Dynamic

Management

Logging
Container Orchestration X
Metrics
Monitoring
Tracing
Check
Health
Failure Detection ——————— Automatic Solving
Autorecovery ————— Ausfallsicherung
DNS
Access Routing virtual lan
Autoscale
remove —————————— Riickstandsfrei?
Backup/restore

Database
Messaging
cache
Managed Service
Monitoring Stack
as Service .
apps/api

laas



Kubernetes Core Components

Firewall/DNS DevOps TLS certs User Loadbalancer
N
|—— L I
- - -- - master machine availabilty set -----------------4J---~---~---- - r---- node machine availabiltysets ---------------- -} -
=
% ! K8s Minion Node
=
($) E Scheduler —_— Kubeproxy Pod A Pod B Pod X
é : { API-Server Container Container Container
: Controller Manager Kubelet Container Container Container
! Kubeproxy Container Runtime Engine (CRI)
E dockershim §| cri containerd cri-o gvisor frakti
' dockerd runc | cc-runtime | runsv hyperd | dockerd
| runV
————

Network (CNI) Storage (CSI)

Group of Container =
School of whales = pod

T

curl -s https://raw.githubusercontent.com/rancher/k3d/main/install.sh | bash
CLUSTER=cnbc-basic
k3d cluster create $CLUSTER\
--api-port 8445\
-p "8480:80@loadbalancer" \
-p "8443:443@loadbalancer" \
--agents=1 --registry-create

sudo apt-get update && sudo apt-get install -y apt-transport-https

curl -s https://packages.cloud.google.com/apt/doc/apt-key.gpg | sudo apt-key add -
echo "deb https://apt.kubernetes.io/ kubernetes-xenial main" | sudo tee -a
/etc/apt/sources.list.d/kubernetes.list

sudo apt-get update

sudo apt-get install -y kubectl



https://raw.githubusercontent.com/rancher/k3d/main/install.sh
https://packages.cloud.google.com/apt/doc/apt-key.gpg
https://apt.kubernetes.io/

k3s Server

~————————
e i b JI Process  F————ccecee-- —
e :
: l
|
I API Tunnel '
+—0 -+
: SQlite Server Proxy l
i |
' |
' |
' |
: l
: |
|
|
| scheduler Controller |
| Manager |
]
- !

Tunnel
Prox
" Yy

~— o

k3s Agent

Kube
Proxy

Kubelet

containerd

Flannel

f

e

Pod



X _86:64, arm , armo64

only X_86:64
k3s.io
& kind.sigs.k8s.io K3s: Lightweight
kind Kubernetes
k3d.io
¥ minikube.sigs.k8s.io
k3d

minikube start

Little helper to run Rancher Lab's k3s in

minikube is local Kubernetes Docker
' krew.sigs.k8s.io % doc traefik io
Krew - kubectl plugin Traefik

manager Traefik Documentation



kube-system

" i . -y,
: - ‘.1'"*-., 7 5""-.%.% 3 Local ﬂ.‘”:
\ . | Core i Mebrics | Path |
Had-cnhc-haﬂlc-registry: ﬂ DNS f; G .frn:.:mh_. ‘
. H‘x 7 Z , H*-. Z.
: - * :
36757 — Ee,gis[:rﬂ f - H\ 1 SN
’ Traefic | | Flannel

k3d-cnbc-basic-server

8480 >— WA, AN
| 8443 > — 7% Server Agenk
L l{uhecnnfi > 8445 >—— balowncer

o host.k3d.intermnal
K3d-cnbc-basic-server-@ K3d-cnbc-basic-agent-@
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80

whoami.whoami.svc.cluster.local
wget
i look
pod
10.42.2.3:80
10.42.1.6:80 10.43.133.7
10.42.2.9
80 10-42-1-6.default.pod.cluster.local
klipper-| |metrics- whoami| |whoami
coredns pause
k3d Ib server pod pod
Little helper to run Rancher Lab's k3s in
Docker
10.42.2.3 10.42.1.6
container.d
k3s server
10.42.0.0/24
10.42.1.0/255 10.42.2.0/255
kubectl get pods --all-namespaces
overlay (flannel)
Proxy 172.22.0.2 172.22.0.3
kubectl cli - B — k3s-server k3s-agent-0 Registry
| containerd | | containerd |

docker bridge network

k3d cli

docker-engine

docker cli




serviceA.namespace.svc.cluster.local

Service A

POD A.1

serviceB

v

POD A.2

serviceB

serviceB.namespace.svc.cluster.local

Service B

POD A.3

serviceB

~N

POD B.1

J

POD AB2




Kubernetes Master Node

' :
APl | | eted || Sched- |:
| Server uler |
Kubernetes Worker Node
o e :
container
5 Kubelet | Pod runtime

---------------------------------------------------------------

https://github.com/bmuschko/ckad-crash-course/blob/master/slides.pdf



https://github.com/bmuschko/ckad-crash-course/blob/master/slides.pdf

Kubernetes Object Structure

Kubernetes Object Object representation in YAML

/~ )
API Version v1, appsiv1, ... > apiVersion: vl
) > kind: Pod
Kind Pod, Deployment, Quota, ... metadata:
_________________________________ creationTimestamp: null
Metadata lLabels:
> run: nginx
Name, Namespace, Labels, ... name: nginx
_________________________________ spec:
containers:
Spec > - 1lmage: nginx
Desired state name: nginx
_________________________________ resources: {}
dnsPolicy: ClusterFirst
Status restartPolicy: Never
Actual state > status: {}
. J

https://github.com/bmuschko/ckad-crash-course/blob/master/slides.pdf



https://github.com/bmuschko/ckad-crash-course/blob/master/slides.pdf

-2} kubernetes

[E]  kubernetes.io

Pod Topology Spread
Constraints

FEATURE STATE: Kubernetes v1.19
[stable] You can use topology spread
constraints to control how Pods are
spread across your cluster among
failure-domains such as regions, zones,
nodes, and other user-defined topology
domains. This can help to achieve h...

=} kubernetes

[E]  kubernetes.io

Attach Handleks to
Container Lifecycle
Events

This page shows how to atta
to Container lifecycle events.
Kubernetes supports the postStart and
preStop events. Kubernetes sendX\the
postStart event immediately after a
Container is started, and it sends the
preStop event immediately before ...

handlers

apiVersion: v1
kind: Pod
metadata:

name: lifecycle-demo

spec:

containers:

- name: lifecycle-demo-container
image: nginx
lifecycle:

postStart:
exec:

Pod Design

Resources

PlacingConstraints

SecurityConstraints

PostStart

lifecycle

Readyness

probe

Liveness

StartupProbe

command: ["/bin/sh", "-c", "echo Hello from the postStart handler >

/usr/share/message"]
preStop:
exec:

command: ["/bin/sh","-c","nginx -s quit; while killall -0 nginx; do sleep 1; done"]

containers:
- name: demo

image: cnbc-registry:8548/cnbc-teamc/demo/demo:new

livenessProbe:
httpGet:
path: /actuator/health/liveness
port: 8080
initialDelaySeconds: 5
periodSeconds: 3
readinessProbe:
httpGet:
path: /actuator/health/readiness
port: 8080
initialDelaySeconds: 5
periodSeconds: 3
env:
- name: SPRING_DATASOURCE_URL
value: jdbc:postgresql://postgres:5432/demo

Ports

Network Interfaces

Pod

Init

. Containers
Containers

Metadata

Container

Command

Resources

apiVersion: v1
kind: Pod
metadata:
name: frontend
spec:
containers:
- name: app

image: images.my-company.example/app:v4

resources:
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"
- name: log-aggregator

Secrets
ConfigMaps

Volumes

SecurityContext
Volumes

Environment

image: images.my-company.example/log-aggregator:vé

resources:
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"

\

meMounts

>3} kubernetes

[l kubernetes.io

Configure a Security
Context for a Pod or
Container

A security context defines privilege and
access control settings for a Pod or
Container. Security context settings
include, but are not limited to:
Discretionary Access Control:
Permission to access an object, like a
file, is based on user ID (UID) an...

=} kubernetes

[El  kubernetes.io

Managing Resources
for Containers

When you specify a Pod, you can
optionally specify how much of each
resource a Container needs. The most
common resources to specify are CPU
and memory (RAM); there are others.
When you specify the resource request
for Containers in a Pod, the scheduler...

>3} kubernetes

[l kubernetes.io

Assign CPU Resources
to Containers and Pods

This page shows how to assign a CPU
request and a CPU limit to a container.
Containers cannot use more CPU than
the configured limit. Provided the
system has CPU time free, a container is
guaranteed to be allocated as much
CPU as it requests. Before you...



CPU Limits vs Requests
More details ot ‘tim/url.cow\/)c?s-cpu

A“ pods

have...

CPU
PequeStS

No CPU
requests

* This is because Kubemetes automat?ca"l/ sets the request to the liwit
*+ Excess CPU is given to whoever needs it, prioritized by the size of their

request

Note: everything here deseribes only cpu! Memory behaves tota”n/ dtPPe,r‘e,n‘tly

CPU
lim?ts

because memory is not compre.sﬁble,.

https://home.robusta.dev/blog/stop-using-cpu-limits

No CPU
hm?ts

Requests and Limits

For each resource, containers can specify a resource request and limit, @ <= request <= Node Allocatable & request <= limit <=
Infinity . If a pod is successfully scheduled, the container is guaranteed the amount of resources requested. Scheduling is based on

requests and not limits . The pods and its containers will not be allowed to exceed the specified limit. How the request and limit are
enforced depends on whether the resource is compressible or incompressible.

Compressible Resource Guarantees

« For now, we are only supporting CPU.

» Pods are guaranteed to get the amount of CPU they request, they may or may not get additional CPU time (depending on the other jobs
running). This isn't fully guaranteed today because cpu isolation is at the container level. Pod level cgroups will be introduced soon to
achieve this goal.

» Excess CPU resources will be distributed based on the amount of CPU requested. For example, suppose container A requests for 600
milli CPUs, and container B requests for 300 milli CPUs. Suppose that both containers are trying to use as much CPU as they can. Then
the extra 100 milli CPUs will be distributed to A and B in a 2:1 ratio (implementation discussed in later sections).

» Pods will be throttled if they exceed their limit. If limit is unspecified, then the pods can use excess CPU when available.


https://home.robusta.dev/blog/stop-using-cpu-limits

Kubernetes Service Architecture

Loadbalancer

PodSecurityPolicy
NetworkPolicy

ServiceAccount

RoleBinding

PodDisruptionPolicy

HorizontalPod
Autoscaler

1 request/response

Ingress Proxy watch

Ingress

manage

Endpoints

ClusterIP

. NodePort
Service

request/response

Deployment
ReplicaSet

Loadbalancer
ExternalName

selector

Pod A Pod B Pod X

Container Container Container

Container Container Container

PeristenceVolumeClaims

StorageClass




Metrics-server

kubectl top node
kubectl top pod

memory usage

Cpu usage

Horizontal Auto Pod scaler

min=2 and max=10

Deployment

ReplicaSet 1

Ingress
<route>

service

clusterip

nodeport
loadbalancer
externalname

headless

L\

selector
run=whoami

10.42.0.3 l

10.42.2.7

\» endpoints

10.42.0.3:80 10.42.2.7:80

Pod 1
run=whoami

run=whoami

Pod 2

pod template V1

ReplicaSet 2

pod template V2

10.42.2.7

pause |

whoami




Arbeitsschritte

carpool review

carpool container laufen lassen

Anlegen eines ordners

apiVersion: v1
kind: Namespace
metadata:

name: carpool

anlegen namespace

kubectl apply -f namespace.yaml

anlegen configmap

kubectl apply -f configmap.yaml

anlegen pvc

kubectl apply -f pvc.yaml

kubectl apply -f deployment.yaml

Y kubernetes

kubernetes.io

Use Port Forwarding to
Access Applications in a
Cluster

This page shows how to use kubectl
port-forward to connect to a MongoDB
server running in a Kubernetes cluster.
This type of connection can be useful for
database debugging. Before you begin
You need to have a Kubernetes cluster,
and the kubectl command...

kubectl get pods kubectl port-forward service/web 8280:80 &

kubectl exec -ti <podname> -c <container name> -- /bin/sh

anlegen des services

kubectl apply -f service.yaml



## Self paced Learning

* Create a namespace
* use the standard postgreSQL image to create a pod

* Deployment
* Start as non root
* https://hub.docker.com/ /postgres

* Add a simple web app to access the database via http!
* Deployment
* Scale
* Use port-forward

Must have

* Push the app image to your company registry!
* https://docs.docker.com/registry/deploying/
* Use an ImagePullSecret
* https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
* Nexus?

Sample to push images

" “shell script
export REGISTRY_USER=cnbc
export REGISTRY_SHA=xxxx
docker login k3d-$CLUSTER-registry:$PORT
# username
# passwd
docker pull alpine:3.12
docker tag alpine:3.12 k3d-$CLUSTER-registry:$PORT/alpine:3.12
docker push k3d-$CLUSTER-registry:$PORT/alpine:3.12
kubectl run -ti --image k3d-$CLUSTER-registry:$PORT/alpine:3.12 --restart=NEVER -- /bin/sh


https://hub.docker.com/_/postgres
https://docs.docker.com/registry/deploying/
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/

kind: Service
apiVersion: v1
metadata:
name: postgres
labels:
app: postgres
spec:
type: ClusterIP
ports:

- port: 5432
protocol: TCP
targetPort: 5432

selector:

app: postgres

pgadmin

y

Postgres Service

Postgres Deployment Postgres pod 1

'

Volume (PVC)

apiVersion: apps/vi
kind: Deployment
metadata:

name: postgres
spec:

replicas: 1

selector:

matchLabels:

app: postgres

apiVersion: v1
kind: ConfigMap
metadata:

template: . t ]
metadata: ame: postgres-config
bels:
labels: . t
app: postgres app: postgres
ata:
spec:
i : POSTGRES_DB: postgresdb
containers:

POSTGRES_USER: postgres

- name: postgres
POSTGRES_PASSWORD: cnbc

image: postgres:10.4
imagePullPolicy: "IfMotPresent”
ports:
- containerPortj 5432
envFrom:
- configMapRef:
name: postgres-config
volumeMounts:
- mountPath: /var/lib/postgresql/data
name: postgredb
volumes:
- name: postgredb

9

Using Kubernetes to
Deploy PostgreSQL

apiVersion: v1

kind: ConfigMap

metadata:
name: app-config
labels:

app: postgres

data:
POSTGRES_DB: esentricar
POSTGRES_PASSWORD: cnbc
POSTGRES_USER: postgres
POSTGRES_HOST: postgres

kind: PersistentVolumeClaim
apiVersion: v1
metadata:
name: postgres-pv-claim
labels:
app: postgres
spec:
storageClassName: local-path
accessModes:
- ReadWriteOnce
resources:

: : requests:
persistentVolumeClaim: G ,
. _ : storage: 1Gi
claimName: postgres-pv-claim

Apline curl This blog provides steps on how to run a
PostgreSQL database on a Kubernetes
cluster using Docker containerization.

App Service

App pod 1 App Deployment

App pod 2
App pod 3

apiVersion: apps/v1
kind: Deployment
metadata:
name: carpool
labels:
app: carpool
spec:
replicas: 1
selector:
matchLabels:
app: carpool
template:
metadata:
labels:
app: carpool
spec:
containers:
- name: carpool
image: cnbc-

registry:5000/bee42/carpool:0.2.0
imagePullPolicy: Always

env.

- name: FLASK_APP
value: python_rest

envFrom:
- configMapRef:

name: app-config




namespace carpool

deployment carpool

configmap -> Secrets
<secret>
auth

service carpool

carpool pod 0

carpool pod 1

configmap => Secrets
<secret>
auth

service postgres

deployment postgres

configmap
schema

pod postgres

Y

volume




replicaset v1

replicaset v2

ingress
<http proxy>

Service

pod v2.1

selector:
app: web

pod v2.2

container V2

pod v2.3




- Kubernetes Storage Objects
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POD

kubernetes

Persistent Volumes

This document describes the current
state of persistent volumes in

e FC (Fibre Channel)
o FlexVolume
« Flocker

. . o NFS
persistent volume claim ~ Access Modes e

READWRITEONCE . RBD (Ceph Block Device)

o CephFS
Y « Cinder (OpenStack block storage)
persistent volume READWRITEMANY . Glusterfs
« VsphereVolume
« Quobyte Volumes
READO N LYMANY « HostPath (Single node testing only -- local storage is not supported in any way and WILL
by provider Y NOT WORK in a multi-node cluster)
« Portworx Volumes
« ScalelO Volumes
o StorageOS

1
1
1
1
1
1
1
1
1
1
: Kubernetes. Familiarity with volumes is
i e et prablem 258

container 1 mount | Esiggl%%:nftfé’(ﬂ&i‘iu‘Ei‘yi?éﬁfﬁrzades
1
1
1
1

. 1

container 2 mount !
1
1 . .

‘ | o GCEPersistentDisk
moun [ .
| « AWSElasticBlockStore
1
! o AzureFile
volume A volume B ! . AzureDisk

! « CSI
1
1
1

StorageClass

Reclaim Policies

« Retain -- manual reclamation
« Recycle -- basic scrub (rm -rf /thevolume/*)
Storage « Delete -- associated storage asset such as AWS EBS, GCE PD, Azure Disk, or OpenStack
Driver . Cinder volume is deleted




! <job pod> '
I | minio
| | s3
| |
| |
: backup/snapshot :
, <initContainers> ,
| |
I | configMap
' >
: flyway : *SQL
| i
| |
| |
| |
| |
alert
Postgress re*sstroLre
apiVersion: batch/v1 ~_ Q
kind: Job
metadata:
name: pi S .
_ Beispiel eines initContainers
spec:
template: apiVersion: v
spec: kind: Pod
containers: metadata:
- name: pi name: myapp-pod
image: perl labels:
command: ["perl", "-Mbignum=Dbpi", "-wle", "print bpi(2000)"] app: myapp
restartPolicy: Never spec:
backoffLimit: 4 containers:

- name: myapp-container
image: busybox:1.28
command: ['sh’, '-c', 'echo The app is running! && sleep 3600']
initContainers:
- name: init-myservice
image: busybox:1.28
command: ['sh’, '-c', "until nslookup myservice.$(cat
/var/run/secrets/kubernetes.io/serviceaccount/namespace).svc.cluster.local; do echo
waiting for myservice; sleep 2; done"]
- name: init-mydb
image: busybox:1.28
command: ['sh’, '-c', "until nslookup mydb.$(cat
/var/run/secrets/kubernetes.io/serviceaccount/namespace).svc.cluster.local; do echo
waiting for mydb; sleep 2; done"]



apiversion: v1 kind: PersistentVolumeClaim apiVersion: v1
kind: Pod

y apiVersion: v1 data:
metadata: .
_ metadata: nginx.conf: |2

name: nginx-pod-map .

spec: name: perS|stent—data

P_ : ' ) worker_processes auto;

initContainers: Spec.

- name: init-myservice accessModes: error_log /var/log/nginx/error.log notice;
Image: busyubo>'<.|1 320 ) ) . _ ) - ReadWriteOnce pid  /var/run/nginx.pid;
command: ['sh’, '-c', "echo \"hello world\" >/usr/share/nginx/html/index.html"] resources:
volumeMounts:

_ requests:
- name: data 1Gi events {
. : storage.: I
mountPath: /usr/share/nginx/html & worker_connections 1024:
containers: storageClassName: local-path )

- name: nginx
image: nginx:latest
ports: http {

-name: http include  /etc/nginx/mime.types;
containerPort: 8080 default_type application/octet-stream;
securityContext:

allowPrivilegeEscalation: true
runAsUser: 1000
volumeMounts:
- name: nginx-config
mountPath: /etc/nginx/nginx.conf
subPath: nginx.conf
- name: data
mountPath: /usr/share/nginx/html
- name: cache-volume
mountPath: /var/cache/nginx
- name: run-volume
mountPath: /var/run

log_format main '$remote_addr - $remote_user [$time_local] "$reqr
'$status $body_bytes_sent "$http_referer""
"'$http_user_agent" "$http_x_forwarded_for";

access_log /var/log/nginx/access.log main;

sendfile on;
#tcp_nopush  on;

keepalive_timeout 65;

#gzip on;
- name: logs
mountPath: /var/logs/nginx include /etc/nginx/conf.d/*.conf;
volumes: }
- name: nginx-config kind: ConfigMap
configMap: metadata:

name: nginx-configmap
- name: data
persistentVolumeClaim:
claimName: persistent-data
- name: cache-volume
emptyDir: {}
- name: run-volume
emptyDir: {}
- name: logs

creationTimestamp: null
name: nginx-configmap



MongoDB StatefuISet.
. &9

Kubernetes

] deeptiman.medium.com

MongoDB StatefulSet in
Kubernetes

In this article, We will see how we can
deploy a MongoDB replica set into the
Kubernetes as a StatefulSet. There is a
brief understanding...

@ ‘cleroio

Velero

@ krewsigskSs.io

Krew - kubectl plugin
manager



user

PostgreSQL
client Statefulset

https://devopscube.com/deploy-postgresqgl-statefulset/

https://github.com/bitnami/charts/tree/master/bitnami/postgresql-ha

https://github.com/bitnami/bitnami-docker-postgresqgl-repmgr



https://devopscube.com/deploy-postgresql-statefulset/
https://github.com/bitnami/charts/tree/master/bitnami/postgresql-ha
https://github.com/bitnami/bitnami-docker-postgresql-repmgr

The Twelve Factors

* |. Codebase
* One codebase tracked in revision control, many deploys
* |I. Dependencies
+ Explicitly declare and isolate dependencies
*|ll. Config
* Store config in the environment
* V. Backing services
* Treat backing services as attached resources
* V. Build, release, run
* Strictly separate build and run stages
* VI. Processes
* Execute the app as one or more stateless processes
* VII. Port binding
* Export services via port binding
* VIIl. Concurrency
* Scale out via the process model
* |X. Disposability
* Maximize robustness with fast startup and graceful shutdown
* X. Dev/prod parity
* Keep development, staging, and production as similar as possible
* XI. Logs
* Treat logs as event streams
* XII. Admin processes
* Run admin/management tasks as one-off processes

The Twelve-Factor App

A methodology for building modern,
scalable, maintainable software-as-a-
service apps.



Kubernetes Resources

CertificateSigningRequest ComponentenStatus CustomResourceDefinition ControllerRevision

HorizontalPod Autoscaler

Deployment

DaemonSet ReplicatSet ReplicationController

LimitRange

PodDisruptionBudget

POd PodSecruityPolicy

Service

; Container ¢ NetworkPolicy
Endpoint
PriorityClass
(Cluster)RoleBinding = ServiceAccount

\L ResourceQuota

vV
StorageClass
\\ 4

e

Container

PodPreset

PodTemplate

PersistenceVolumeClaim PersistenceVolume




Concept

Conngap Volumes

Environment

downward API

Volume

Basics
Environment
Concepts
Secrets Type
Change Immutable

Vault
GPG
Sidecar Pattern
Admission Controller
Features
Duplication
Rotation
Control based on the four-eyes principle
Encyption
Rotation
Best Practice
Injection
Dependencies

Secrets

Secrets and Configs

Examples



apiVersion: vi
kind: Pod
ConfigMap metadata:
name: configmap-demo-pod
spec:
containers:
apiVersion: vi - name: demo
kind: ConfigMap image: alpine
metadata: command: ["sleep”, "3600"]
name: game-demo env:
data: # Define the environment variable
# property-like keys; each key maps to a simple value - name: PLAYER_INITIAL_LIVES # Notice that the case is different here
player_initial_lives: "3" # from the key name in the ConfigMap.
ui_properties_file_name: "user-interfa operties" valueFrom:
configMapKeyRef:

# file-like keys name: game-demo # The ConfigMap this value comes from.
game.properties: | Env ey: player_initial_lives # The key to fetch.
enemy.types=aliens,monsters -name: UI_PROPERTIES_FILE_NAME
player.maximum-lives=5 valueFrom:
user-interface.properties: | configMapKeyRef:

name: game-demo
key: ui_properties_file_name
volumeMounts:
- name: config
mount mountPath: "/config"
readOnly: true
volumes:
# You set volumes at the Pod level, then mount them into containers inside that Pod
- name: config
configMap:
# Provide the name of the ConfigMap you want to mount.
name: game-demo
# An array of keys from the ConfigMap to create as files
items:
- key: "game.properties"
path: "game.properties"
- key: "user-interface.properties"
path: "user-interface.properties"

color.good=purple
color.bad=yellow
allow.textmode=true

apiVersion: vi
kind: ConfigMap
metadata:

- Volume
data:

immutable; true



apiVersion: vi

! apiVersion: v1
kind: Secret

kind: Pod
metadata:
metadata:
name: secret-sa-sample ’
annotations: name: mypo
kubernetes.io/service-account.name: "sagname" SPeC.
containers:

type: kubernetes.io/service-account-token
data:
# You can include additional key value pairs as ysu do with Opaque Secrets image: redis
extra: YmFyCg== volumeMounts:

- name: foo
mountPath: "/etc/foo"
readOnly: true

volumes:
- name: foo

- name: mypod

Builtin Type | Usage |
------------------------------------- R —
Opaque | arbitrary user-defined data |
kubernetes.io/service-account-token | service account token |
kubernetes.io/dockercfg serialized | ~/.dockercfg file |

kubernetes.io/dockerconfigjson | serialized ~/.docker/config.json file | secret:
kubernetes.io/basic-auth | credentials for basic authentication | secretName: mysecret
kubernetes.io/ssh-auth | credentials for SSH authentication |

kubernetes.io/tls | data for a TLS client or server |

bootstrap.kubernetes.io/token | bootstrap token data |

apiVersion: v1
kind: Secret
metadata:
name: secret-basic-auth
type: kubernetes.io/basic-auth
stringData:
username: admin
password: tOp-Secret



apiVersion: vi
kind: Pod
metadata:

name: kubernetes-downwardapi-volume-example

labels:

zone: us-est-coast

cluster: test-cluster

rack: rack-22

annotations:
build: two
builder: john-doe
spec:
containers:

- name: client-container
image: k8s.gcr.io/busybox
command: ["sh", "-c"]
args:

- while true; do
if [[ -e /etc/podinfo/labels 1]; then

echo -en \n\n'; cat /etc/podinfo/labels; fi;
if [[ -e /etc/podinfo/annotations ]]; then
echo -en \n\n'; cat /etc/podinfo/annotations; fi;

sleep 5;
done;
volumeMounts:
- name: podinfo
mountPath: /etc/podinfo
volumes:
- name: podinfo
downwardAPI:
items:
- path: "labels"
fieldRef:
fieldPath: metadata.labels
- path: "annotations"
fieldRef:
fieldPath: metadata.annotations

kubernetes

apiVersion: v1

kind: Pod
metadata: Expose Pod
name: dapi-envars-fieldref Information to
spec: Containers Through
t Environment Variables
containers: This page shows how a Pod can use
. . environment variables to expose
- name: test-container information about itself to Containers
. . . running in the Pod. Environment
IMmage: kSS-gchO/bUSybOX variables can expose Pod fields and
T T Container fields. Before you begin You
command: [ sh , -C"] need to have a Kubernetes cluster, and
th...
args.:
- while true; do
echo -en '\n’;

printenv MY_NODE_NAME MY_POD_NAME MY_POD_NAMESPACE;
printenv MY_POD_IP MY_POD_SERVICE_ACCOUNT;
sleep 10;
done;
env:
- name: MY_NODE_NAME
valueFrom:
fieldRef:
fieldPath: spec.nodeName
- name: MY_POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
-name: MY_POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
-name: MY_POD_IP
valueFrom:
fieldRef:
fieldPath: status.podIP
-name: MY_POD_SERVICE_ACCOUNT
valueFrom:
fieldRef:
fieldPath: spec.serviceAccountName
restartPolicv: Never
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Kubernetes Cluster (AKS)

@ Application Namespace \
@ Application Pod )

- Application
A tion depl t .
pplication deploymen container
App Team o )
Inject Secrets Add |
into App container Init Container Secrets GPE rator
as files or env variables
y
' T
Secrets Injector <t token
AAD Token
\, J
M
. S
Managed Identity by @
AAD Pod Identity Service Account
. rl'lJ HashiCorp Blog
AD Get Secrets using Injecting Vault Secrets Into
] Service Account Kubernetes Pods via a Sidecar
Get Secrets using TWT token
AAD Token
=
Vault
. H
Azure KeyVault Hashicorp Vault

Injecting Vault Secrets
Into Kubernetes Pods

via a Sidecar

We are excited to announce a new
Kubernetes integration that allows
applications with no native HashiCorp
Vault logic built-in to leverage static and
dynamic secrets sourced from Vault.



O github.com

mozilla/sops

Simple and flexible tool for managing
secrets. Contribute to mozilla/sops
development by creating an account on
GitHub.

0 github.com

isindir/sops-secrets-
operator

Kubernetes SOPS secrets operator.
Contribute to isindir/sops-secrets-
operator development by creating an
account on GitHub.

D github.com

bitnami-labs/sealed-
secrets

A Kubernetes controller and tool for
one-way encrypted Secrets - bitnami-
labs/sealed-secrets

GIT REPO

apiVersion: bitnami.com/v1alpha

kind: SealedSecret
metadata:
name: mysecret
namespace: mynamespace
spec:
encryptedData:

foo: AgBy3i40JSWK+PiTySYZZA9rO43cGDEq.....

O github.com '

@ manpages.ubuntu.com

Ubuntu Manpage: git-
crypt - transparent file
encryption in Git

mittwald/kubernetes-
replicator

Kubernetes controller for synchronizing
secrets & config maps across
namespaces - mittwald/kubernetes-
replicator

AWS / GCP /Vault/ ... —‘

| A

namespace-foo namespace-bar

@‘; .d —’ﬁ

ﬂ external-secrets.io

External Secrets
Operator

External Secrets Operator is a
Kubernetes operator that integrates
external secret management systems
like AWS Secrets Manager, HashiCorp
Vault, Google Secrets Manager, Azure
Key Vault and many more. The operator

Vault and man) ner Encrypting Helm
;ia:js INformation from externa S SECFEtS

Secrets management has always been a
weakness for Helm. Further
investigation provided us with couple of
solutions and one of the possible...

m medium.com

helm plugin install https://github.com/futuresimple/helm-secrets

Kubernetes API

apiVersion: v1
kind: Secret
generated metadata:
} name: mysecret
namespace: mynamespace
data:
foo: YmFy



https://github.com/futuresimple/helm-secrets

Wik helm.sh

Chart Template Guide

Helm - The Kubernetes Package
Manager.

Wik helm.sh

Helm

Helm - The Kubernetes Package
Manager.

OArtifactHUB

Find, install and publish
Kubernetes packages

artifacthub.io

Artifact Hub

Find, install and publish Kubernetes
packages

) github.com

roboll/helmfile

Deploy Kubernetes Helm Charts.
Contribute to roboll/helmfile
development by creating an account on
GitHub.

helm
chart 1

helm
chart 2

m kustomize.io m jsonnet.org

Kustomize - Kubernetes
native configuration
management

Jsonnet - The Data
Templating Language

A powerful DSL for elegant description
of JSON data.

€) szithub.com ‘ ﬁ

3
Ay

ksonnet/ksonnet

A CLI-supported framework that
streamlines writing and deployment of
Kubernetes configurations to multiple
clusters. - ksonnet/ksonnet

4 www.ansible.com

Automating Helm using
Ansible

We recently released the
kubernetes.core 1.1, our first Red Hat
Certified Content Collection release, for
general use. A big part of the new
content that has been introduced is
support for automating Helm
operations.



How Does Helm Work?

o L
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API

Kubernetes Cluster




Design of Helm Helm Deployment

Helm Client kubeconfig
~/ kube/config
grpe
zsh/bash

home

init

completion

install

H .
T plugir list Helm
E remove Client % ClusterRole
.g update K8s API-Service . ClusterRoleBinding
> . ) .
c version _g Service
i ) hps 3 Accounta
el Tiller Certs ps
add
index Namespace
list ServiceAccount
Temove (Cluster)Role
e (Cluster)RoleBinding Tiller Service
= serve
search N Chart
= e repositories
a Tiller Pod
fetch

build _ Tiller Release
ncy update - requirements.yaml ConfigMap

list

int N\ Chart.yaml
Create templates/*.yaml
template values.yaml PodSecurityPolicy Role

verify RoleBinding
package Service

NetworkPolicy

Service Roles

LimitRanges Account S
upgrade K8s manifest II v AppIRelease v1.0.1
list  HorizontalPodAutoscaler |

delete
Deployment

K8s manifest X
manifest

hooks Release

Release
status ConfigMap

ReplicaSet
Pod

Containers

Service

Endpoints

T o s i ————————— ————

history
rollback



kubectl describe svc my-svc

Name: my-svc
Namespace: nginx
Labels: app=my-svc
Annotations:  <none>
Selector: app=my-svc
Type: ClusterIP

IP Family Policy: SingleStack
IP Families:  IPv4

IP: 10.43.11.78

IPs: 10.43.11.78
Port: 80-80 80/TCP
TargetPort: 80/TCP
Endpoints: 10.42.1.6:80
Session Affinity: None
Events: <none>

ClusterlP

SvC nginx

selector app=my-svc

pod nginx

Label app=my-svc

kubectl describe svc Ib-svc

Loadbalancer

node k3d-cnbc-server-0

~»30656

svc nginx

selector app=node-svc

node k3d-cnbc-agent-0

30656

!

pod nginx

Label app=node-svc

node k3d-cnbc-agent-1

30656

Name: Ib-svc

Namespace: nginx

Labels: app=Ib-svc
Annotations: <none>
Selector: app=lb-svc

Type: LoadBalancer

IP Family Policy: SingleStack

IP Families: IPv4

IP: 10.43.34.105

IPs: 10.43.34.105
LoadBalancer Ingress:  172.18.0.2, 172.18.0.3,172.18.0.4
Port: 80-80 80/TCP
TargetPort: 80/TCP
NodePort: 80-80 30506/TCP
Endpoints: 10.42.1.6:80
Session Affinity: None

External Traffic Policy: Cluster
Events: <none>

kubectl describe svc node-svc

Name: node-svc
Namespace: nginx
Labels: app=node-svc
Annotations: <none>
Selector: app=node-svc
Type: NodePort

IP Family Policy: SingleStack
IP Families: IPv4

IP: 10.43.91.238

IPs: 10.43.91.238
Port: 80-80 80/TCP
TargetPort: 80/TCP
NodePort: 80-80 30656/TCP
Endpoints: 10.42.1.6:80

Session Affinity: None
External Traffic Policy: Cluster
Events: <none>

NodePort

node k3d-cnbc-server-0

svc nginx

selector app=node-svc

node k3d-cnbc-agent-0

pod nginx

Label app=node-svc

node k3d-cnbc-agent-1

~»30656

30656

30656

ausserhalb cluster

k3d-cnbc-serverlbc —=3580

kubectl get pods

NAME READY STATUS RESTARTS AGE
nginx1 171 Running 1 (45m ago) 45m
svclb-lb-svc-wrhgr 1/1  Running 0 12m
svclb-Ib-svc-mj2kt 1/1  Running 0 12m
svclb-Ib-svc-tb7zm 1/1  Running 0 12m
nginx 171 Running 1 (45m ago) 45m



cluster

/"m
\_,m

) Ingress-managed . ,
<l EErerrTTrrTrrrrrers SLEEEE B P ROEIGESN —routing rule—» BEa% (S
load balancer

mkdir ~/traefik && cd ~/traefik

ne
ne
KU
ne
KU

m repo add traefik https://helm.traefik.io/traefik

m repo update

pectl create ns traefik-v2

m install --namespace=traefik-v2 traefik traefik/traefik

pectl -n traefik-v2 get all

# Source: web/templates/ingress.yaml
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: release-name-web
labels:
helm.sh/chart: web-0.1.0
app.kubernetes.io/name: web
app.kubernetes.io/instance: release-name
app.kubernetes.io/version: "1.16.0"
app.kubernetes.io/managed-by: Helm
annotations:
kubernetes.io/ingress.class: traefik
spec:
rules:
- host: "web.local"
http:
paths:
- path: /
pathType: ImplementationSpecific
backend:
service:
name: release-name-web
port:
number: 80


https://helm.traefik.io/traefik

Kubernetes Networking Objects

" 3 4 Ingress Class A

Ingress
Ingress Controller g

refers to allows to specify which refers to .
implements specifications € Ingress controller < ag::?agiisniﬂf;ﬁﬁﬁ e
of Ingress resources should implement an .
outside of the cluster
\ y. \ Ingress y
EXpOsES
AV AN
Endpoint Endpoint Slice Service

addresses of Pods and provides functional and between a number of
open ports they expose scalability improvements selected Pods

collects endpoints of

é Network Policy ) i

allows to whitelist ingress ( Pod A
and egress traffic from and whitelists distributes raffic to
to Pods based on [P »  exposes ports and
addresses. namespaces traffic communicates with other
and pods from / to internal or external entities
e/ —

1
1
1
|
1
1
|
1
1
1
|
1
1
|
1
1
| ‘% holds information about IP successor of Endpoint, load balances traffic
|
1
1
|
1
1
1
|
1
1
|
1
1
1
|
1
1



k3d-cnbc-serverlb

172.18.0.6

k3d-cnbc (docker network)

172.18.0.0/24

cnbc-registry

172.18.0.5

k3d-cnbc-server-0

172.18.0.2

k3d-cnbc-agent-0

172.18.0.3

k3d-cnbc-agent-1

172.18.0.4

10.42.0.0/24

10.42.2.0/24

10.42.1.0/24

CNI (flannel)

POD Network

10.43.0.0/16
Service Network



docker container inspect k3d-cnbc-serverlb

k3d-cnbc-serverlb 172.18.0.6

8580—| rancher/k3d-proxy:5.2.2

)

—

hostPort: 80 1 721 803

curl -H "Host: carpool.local" http:/127.0.0.1:858p/car

L1

?

k3d-cnbc-agent-0
kubectl -n traefik-v2 get pods -0 wide -l app=svclb-traefik

rancher/klipper-lb:v0.3.4
<pro node>

kubectl -n traefik-v2 get svc iService ClusterlP: 10.43.252.89

traefik service

kubectl -n traefik-v2 get pods -0 wide -l app.kubernetes.io/name=traefik

kubectl -n carpool get pods -0 wide

10.42.2.28 ‘ 80

/ 10.42.2.23
rancher/library- 5000 5000

carpool app
traefik:2.4.8 S| carpool service />

<ITTETESS PTOXYy> 10.43.232.251 k3d-cnbc-agent-0

kubectl -n carpool get svc

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: carpool
annotations:
kubernetes.io/ingress.class: traefik
spec:
rules:
- host: "carpool.local"
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: carpool
port:
number: 5000



docker container inspect k3d-cnbc-serverlb
k3d-cnbc-serverlb 172.18.0.6

8580—»| rancher/k3d-proxy:5.2.2 /\v
hostPort: 80 1 721 803

k3d-cnbc-agent-0
? kubectl get pods -n kube-system -o wide -| 'app=svclb-Ib-svc-e71a6f43'

curl http:/127.0.0.1:8580 rancher/klipper-lb:v0.3.4

<pro node>

kubectl -n whoami get svc lSerVice ClusterlIP: 10.43.252.89

Ib-svc service

kubectl -n whoami get pods -0 wide -l app=Ib-svc
sort: 80 10.42.2.23

whoami app

k3d-cnbc-agent-0



namespace httpd

<service> <service> <service> <service>
headless clusterip nodeport loadbalancer

cluster: httpd node: httpd-node

cluster: httpd

Ib: httpd-Ib

httpd:2.4.54-alpine




FROM THE INTERNET

API.DOMAIN.COM

DOMAIN.COH/WEB

BACKORICE.DOMAIN.COM

HTTPS

To YOUR INFRASTRUCTURE

AP
SERVER
MeTrICS KUBERNETES
TRACING MESos
L _
= WEeB PRIVATE
SERVER SERVER
traefik
BACKOFICE
AuToMATIC & DYNAHIC Loap 1 B ACKOFICE
ROUTING BALANCING SERVER -
' SERVER - 2
DocCKER

AuTo DiIScovErY



port-forward kubectl -n traefik-v2 port-forward traefik-75f8b6c57-7hzsv 9000:9000

browser traefik dashboard

traefik pod

ssh-tunnel
ssh cnbc@cnbc -L 9000:127.0.0.1:9000

http://127.0.0.1:9000/dashboard/#/

¢ ( ® 127.0.0.1:9000/dashboard/#/ I ﬁ) t @B @0 @ N P
ehen R
rufe

L4 Connect with Traefik Pilot
-] Entrypoints
METRICS TRAEFIK WEB WEBSECURE
:9100/ :9000/ :8000/ :8443/
. eoe L] LXK ] L] eee L] e0e
@ HTTP
Routers Explore = Services Explore = Middlewares Explore —
Success Success Success
° 100% 4 ° 100% 6 ° 0% 0
Warnings Warnings Warnings
0% 0 0% O 0% 0
Errors Errors Errors
0% 0 0% o 0% 0
@ TCP
Routers Explore = Services Explore = Middlewares Explore —
Success Success Success
° 0% 0 ° 0% O ° 0% 0
Warnings Warnings Warnings
0% 0 0% Y 0% 0
Errors Errors Errors
0% O 0% 0 0% 0



http://127.0.0.1:9000/dashboard/#/

https://cert-manager.io/docs/

:ﬁ' letsencrypt-prod V venafi-tpp

Issuers rl-IJ hashicorp-vault

A

:é" letsencrypt-staging

cert-manager

example.com

foo.bar.com

Certificates _ :
Issuer: venafi-tpp

www.example.com
Issuer: letsencrypt-prod

Kubernetes
Secrets

V venafi-as-a-service



https://cert-manager.io/docs/

keycloak
(two Factor Auth)

CA

-

\

~

self sign certs

J

(

\-

public CA certs

-

Letsencrypt

N

clients

-

-

private CA certs

~N

J

vault

)\r

certmanager

DNS

ingress controller
(traefik | nginx)

external DNS

secrets
(tls certs)

Routing /

)

\

\

gateway api

+
annotation

ingress
+
annotation

properitar
ingressRpoute

Loadbalancer
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Kubernetes RBAC Objects

# ! ’ ~..
4 Rulbe ™ - (Aggregated) Cluster
Resource(s) :
i muewr:mwlmmmnewne a collection of cluster
F'l:ﬂ. EH'IFI-I:!I. T * ||'._ _# gm Mﬂﬂl
Verbls) | A T £
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"y N . > Y
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Client Certs

Authentication: X509 Client Cert, K8S CSR

Admin
i 3. kubect] create csr ..
4. kubect] certificate approve csr ...
L. kubsactl get csr ...
1. client.csr 6. client.crt
L 7. HTTPS/TLS handshake with client cert
8. Request
Client = Kubernetes AM
dlient.key kBs-apl-server-client-ca. key

k#s-api-ierver-client-ca.ort

==L iR =-Ta-T5 i#=KEa o] =S fEr-cl 88T =-0% By

Service Account

1. create service account

2. get service account token

3. Request (token in Authorization header)
Client = Kubernetes API

Impersonate Header

Kubernetas aP1

1. Request with “Impersonate-*" headers
Client I-|

leaperscadta-lses: jans.doerssarpla . com
TeEprre-aAa=—s=Gromn: deuslomere
LEpErSmld i d=uIoups dlring
Llaperyond-u-Exboa-dn: cn=]ass; Cu=uigLrssLs
Taprrecaa=s-Exbra-acopem: viss

kubertl gt modes
--83 “systen:serviceaccount:default:sal® b

--as-group gl %
--BS-group gk

Authenticating Proxy

Auth Prosy

2. Request “X-Remate-*" headers
¥-Rupote~Taur: ussazl
¥-PBaspate—Groupu: gzoupl

1. Request X-Repote-Entra-Eeylt walucl
Client Kubernetes API
——capssdthasdsr-usscnamE-hsads rs=i-Barcta-Uss=c
==ramedthasdsr-grodp-sEscarg=i-Hansta-lLcoup
——rpgsegboader-aalra-aadar g-prall sad-Ravso La-EdiLEa=
OIDC Token

| 0IDC IdP |

3. Request with the token
Client | Kubermetes API

=—aldec-clisnt-ild=kubsznubas

==glds-graoupE- claip=cHsr Jroaps
==gide-lasust—url=hbiips: il . snanpia, conn
-=~gido-ussrnans-cliinspreaiscred_uEsrnans

https://www.cncf.io/blog/2020/07/31/kubernetes-rbac-101-authentication/

https://kubernetes.io/docs/reference/access-authn-authz/authentication/
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Object Schema
Validation

Validating
Admission

Registered Modified
Webhook Request

Webhook Code

Implementation

Registered
Webhook

ETCD
Persistence

Validation
Decision

Webhook Code

Implementation



Docker CLI

j

lH-emurI:inEJ
Metwaork
l Sandbox \l En-dpnlnt l Driver IIPM.-'I Elm'-!r
|
l l Bridge l Owerlay l l macvlan ]

Persistent
storage

|

Kubernetes Use



opencontainers.org
application/vnd.docker.distribution.manifest.list.v2+json @ o N

F——-—===- . Open Container
Initiative - Open

| ! linux windows . N
S I . Container Initiative
container images |

: o & ,arm

e |

r- _t_' -t |

: con alneglmages ! arm64

| [ _V _____ {

F=-=—=—-=-=-==- . alpine:3.12

| container images | amdé4

I v2 !

QEMU is a generic and open source machine emulator and virtualizer.

@ www.gemu.org

QEMU

docker container run --platform=linux/arm -ti alpine:3.12 /bin/sh

/ # uname -a

Linux 2abafab20995 4.19.121-linuxkit #1 SMP Tue Dec 1 17:50:32 UTC 2020 armv7| Linux
| #

alpine:sha265@askjdklasjdlkajsdljasldjaljdlkajsdla

|
! |
! |
! |
! |
! |
! |
! |
! |
! |
! |
! |
! |
! |
I . b
I | rog
I | ey .
: I : : Ir cloud native
I : tag C o 1 application :
! I U I = = pondles— - =
I | b
I | b
: : tag A !
I [ Fy :
I : Image layer 1 [ du cnabio
| <hash kev> Image layer 1.1 o ) .
: ! tag E/ y D CNAB: Cloud Native
l : x / Lo Application Bundles
I 1
1 1
| 120210423 !
|
1 | Image layer 2 [
| | | | r-——=—=-=-=-= ';
: : latest : : : helm charts |
1 1 V ‘ I 1 l o e e e e e e = !
L 20210422 J Loy
| 1
: : Image layer 3 : : @k helm.sh
! ! |
: ! L Helm
1 | I | Helm - The Kubernetes Package
! 1 I 1 Manager.
1 |___________________________________________________________I 1
! |
! |
0 github.com 0 github.com B chartmuseum.com
- J
A ChartMuseum - Helm
e Chart Repository
distribution/distribution opencontainers/distributic
The toolkit to pack, ship, store, and spec
deliver container content - o e
distribution/distribution OCI Distribution Specification.

Contribute to
opencontainers/distribution-spec
development by creating an account on
GitHub.



Config

jib-maven-plugin pom.xmi

— — y’..\\FUildet*/
Local layer image cache Save o

Auth

Docker-credentials

Java Image Builder (JIB)

Simple

* No Dockerfile

* Daemonless

* Support Java Native

Fast

* Support distinct layers

* Use registry caching

* Rebuild & push only layer that changed

JIB Image Layer Stack

Reproducible

* No Timestamp

* Use only Maven and Gradle build metadata
* Can use Distroless Base Java

— Image Reqgistry

-~ "
",

Java
\ Pl
. Image -— Local Docker Hub Mirror Registry «+—» Docker Hub Registry

.-'/ ‘

) { Push

Docker-Dasmon

Meta Information labels

Classes ' org.opencontainers.image

Resources

JIB-maven-plugin
* Support multiple registries
Libs dependencies * Docker and OCI| Image Format

* Multi oS and Multi Arch support
* Local Image Cache
* Support Skatffold

hittpsigithub.com/GoogleContainerTools/ibfree/master/jib-maven-plugin
hittpsigithub.com/GoogleContainerTools/jibvblob/master/README.md
https-fcloudplatform.googleblog.com/2018/07/introducing-jib-build-java-docker-images-better. html
httpsigithub.com/GoogleContainerTools/distroless

£ start.spring.io

<plugin>
<groupld>com.google.cloud.tools</groupld>
<artifactld>jib-maven-plugin</artifactid>
<version>2.5.2</version>
<configuration>
<from>
<image>adoptopenjdk/openjdk11</image>
</from>
<to>
<image>bee42/${project.artifactld}</image>
<tags>
<tag>latest</tag>
<tag>${project.version}</tag>
</tags>
</to>
<container>
<ports>
<port>8080</port>
</ports>
</container>
<allowlnsecureRegistries>true</allowlnsecureRegistries>
</configuration>
</plugin>

Spring Initializr

Initializr generates spring boot project
with just what you need to start quickly!

package com.example.demo.controller;

import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.RestController;

@RestController

public class HelloWorldController {
@GetMapping(path = "/helloworld")
public String helloWorld() {

return "Hello World!";

}

}
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Loadbalancer/Firewall

Smart
Computing > .
Hive AP Gateway - Service Mesh (Linkerd)
--------------I-I-.-..d - 5 & » s s a
':Tentant | ' :Tentant I ’
The ' 0 ' ’
assemblies i L N ’
of ' SCS Al SCSB.I SCS C. ’ ' SCS A SCSB.II scsc.l ’
Smart ’ ’ ' .
Computing ’ : : :
'
S}'Stem F-----'----------------l F----------------------‘-
Nginx ,
Keda OPA | Linkerd Prometheus Grafana PostgreSQL
ngress
Smart
Computing {
Runtime
OLM ExternalDNS Certmanager EFK-Stack Jaeger Kafka ElasticSearch

PaaS ( Kubernetes ] CRI/CNI/CSI)

'l

Copyright bee42 solutions gmbh 2021 - peter.rossbach@bee42.com

IaaS (vmware,...)

Machines + Nelworlk + Power + Storage + DataCenter

TS
Lel:u.hcrjp&

CDH

Smart
Management
Plane

Bm:kup
Grib 53
Mikic

Teleboin
# Kt-:cl.oak
ArgoCD

Lk
Reqiskry >

Ceph
|
Rowncher Lohg-
hori



trivy
synk anchore

Scan

PUSH

harbor

|

— -

Images CVE Scanning

Registry

Tracer

User
Namespace
cababilities
cgroups/Limits

seccomp

SELinux/AppArmor

Shipper
- Mgtrik Log Analyse
| Service Mesh (mTLS) | Shipper /
Network Policy .
l Log Shipper
kPolicy * ) AP| - RBAC <—ﬁ r
yverno Network driver Kubernetes
| OPA e
notary cosign
%‘/ \\> Analyse
, (\J l Lustige Container
Signaturen
»|mages Quelle einschranken O |
Images CVE Scanning ] Abhangigen Packages Kernel
SBOM ] \
L1 L ~_
OS Harding
Process Virtualisierung (runc) Harding der Software
CRI CSl CNI
OS Virtualisierung (kata,gvisor, ....)
0s <\Sc}anner? IDS/IPS
Maschine

Calico
Firewall

Falco



https://learnkss.io/troubleshooting-deployments

START

Are you hitting Are you
the m mounting a Is the Pod
ResourceQuota PENDING assigned to
limits? PersistentVolu the Node
meClaim?

Are the Pods
RUNNING? ? >{noj

Is there any

YES] container
Is the Pod status Running?
Can you see ImagePullBackOff?

the logs for (NOj
the app?
Is the Pod status
RunContainerError?
Did the N :ﬂi.’lﬁ;’;“‘ Fix the image
contaner died correct? name Is the Pod status
too quickly? - CrashLoopBackOff?

Is the image tag
valid? Does it
exist?

Did irou inspect
the logs and fix
the crashing

Are the Pods
READY? app?

$ kubectl
Are you rulhng

ReE::i:iss Fix the Readiness imag:inlt':m a
probe fgﬂiﬂl"f-’

The issue could be

Did you forget
tze CMI?
instruction in
the Dockerfile?

Is the Pod
restarting
frequently?
Cycling between

Running and
Fix the app. It CrashLoopBacka

should listen on i}

Is the port 0.0.0.0. Update the

exposed by containerPort
cCanyou., container cormact Pods are
and listening on
app?

runnin
[vEs]

A

Fix the ingress

Are the service.name and Fix the Service
Can you see a Sarviconatg. service.port.number Can you see a Is the Selector selector. It has to
list of Backends? i Servicobors list of endpoints? matching the match the Pod
matching the ;
Service? fight Pod label? labels

Does the Pod
have an IP
address
assignad?

The issue is specific
to the Ingress

Consult
the docs for your
Ingress.
.
The Ingress is
runnin
correctly Fix the Service
Can you visit the Is the targetPort targetPort and the
app on the Service containerPort
matching the
o The issue could be
The i is likel the Pod?
The app should l ':: ::tI: l‘l\e ’ [ves) with Kube Proxy
bin ""’,""'!g'fc“" {nO] infrastructure and
y“'i'n“;’;tl';ﬁ:”m how the cluster is S . .
internet? exposed. The Service is
runnin
correctly

END



https://learnk8s.io/troubleshooting-deployments

worker node worker node worker node worker node worker node

h J
ittt load balancer rF--------------—- |
| I
! | |
SO e, SRR S —— RSSO e —
: control plane node i : control plane node | : control plane node |
: . ‘ | : |
I apiserver ™ apiserver apiserver -~
| I P I
| | o |
| | controller-manager ' | controller-manager controller-manager | |
| | S I
! | P |
I scheduler | scheduler - scheduler |
| ! P !
2 ] , !
OO S e L
. | e |
I I
........................... Ve e X

external etcd cluster

] eted host ] eted host (] eted host




simple etcd cluster: CYBERTEC

CAaTAa SCTIENCE & FOSTGRESGL
/etcd] \

RAFT electmn RAFT electu:m

kfv data rephcatmh kv data replication

RAFT election

& —..-
k/v data replication

eted 2 etcd 3



name: sting
image: string

Pod Cheat Sheet e

workingDic; string.

imagePylPalicy: [Always | Naver | WNotPrasent]
stin false

stdinOnce: false

terminationMessagePath: siring
terminationMessagePolicy : strng

tty: false

kubernetes

labels

annatations

podiP: string |
qosClass: string
reason: sting |

star{Time: Time \

lastProbeTime: Time _ \
=

container(D: string
image: string "
imageiD: string
Ltermi

name: string
ready: boolean /

name: string

| |
state: [running | terminated| waiting] / | |
containedD: string. |

image:
imagelD;

resourceFieldRet
|
/ |

containerStatuses

state: running | terminated| waiting] /
restartP Abw:
sffect: string

5 | Never | OnFailure

ey: siring

operatar: sting

tolerationSeconds: integer

tolerations

walue: siri

supplementaiGroups: integer]
Tovet string

role: string
type: string

user: string /

securityGortext

sucessThreshold: 0
¥ selinuxOptions

periodSeconds: 0
f\ timeoutsaconds: 0
initialDelaySeconds:

\ talure Threshois: 0

terminationGracePeriodSeconds: intager
ausElasticBlockSlore.
azureDisk.

azurefile
cephfs.

sinder
configap.
downwardAP|

emptyDi

fc
IIVn\@
tooker
goePersistentDisk
iepo.
glusterfs "
Rostpan_/
o=
nairiw: tring
s ]

volumes

failuseThreshold: 0
persistentyolumeClaim

photorPersistentDisk
portworkVolume:
prejected
quobyts.
nodeAfinity

vsphereViolume.
nodehame; string
subdomain: string
nadeSelector: object
servicefccount: string

Schedulerame: string /|
serviceAccouniN;

string |

https://kubernauts.de/.galleries/downloads/kubernetes-pod-cheatsheet.png

podAntiAfiinity

narme;

topologyKe,

: [string]

string

namespaces: [si
tapoiog

sting

Reference https://kubernetes.io/docs/api-reference/vi.6/

High Level View

serucnzzeurtams s

- Single item
- Multiple items

With the same structure

E=31T3]
walues: [string
ey: string
operator: [in | Notin | Exists 1G] L1]
values: fsiring
: string
operator: [In | Notin | Exists | Letiut)
values: [strin
matchLabeis: object
operator: In | Motin | Exiets | D Gt
values: [strin
Gt[ut]

match abels: obje

key: string



https://kubernauts.de/.galleries/downloads/kubernetes-pod-cheatsheet.png

High Level View

apiVersion: v1

kind: Pod

metadata

- status |

restartPolicy: [ Always | Never | OnFailure |

an ( .. tolerations

== | securityContext

terminationGracePeriodSeconds: integer

... volumes

Le ]

nodeName: string

subdomain: string

nodeSelector: object

serviceAccount: string

schedulerName: string

serviceAccountName: string

spec

4( cantainers) o

... InitContai nem)

nodeAffinity | ==

affinity

podAffinity | =

podAntiAffinity |




NGINX Namespace

nginx. nglnx svc.cluster.local
wget curl

endpomt nginx nslookup
service

curl pod

10.42.2.3:80
10.42.1.6°80 10.43.133.7

10.42.2.9

80 10-42-1-6.nginx.pod.cluster.local

nginx2 update
pod pod 4\nginx:1 19.7




ReadWriteOnce

Kubernetes Cluster Block Storage
Pod X —> PVC A > Volume A
Pod Y —> PVCB > Volume B

ReadWriteMany

Kubernetes Cluster File Storage (NFS)

Pod X v
PVCC > Volume C

Pod Y A




. Service discovery Prometheus r \
Short-lived ] alerting .+ pagerduty
jobs _ . S ’
kubernetes file sd
push metrics Alertmanager [ > Email
at exit ? \ )
| discover -
v targets * nﬂtif""-u ! |
> etc
Pushgateway ' Prometheus server
. i push
! r ! ™ - ' r ™ EIE:rts
- pull | Retrieval [-» TSDB - HITP A |
metrics server
L A '\, A L A
PromQL

A
9 I _________________ Prometheus
5 web Ul

exporters visualization

: Grafana
Jobs/ Node m - Data
Y&

and export
Prometheus

targets o API clients




Time series identifier Samples

X N
r R r N

, v1), (t2, v2),

interface in octets{device role="leaf" | (]

A
metric name label name label value timestamp value
/[a-2zA-2_:][a-2A-20-9_:]1*/ /la-zA-Z_][a-2A-20-9_]*/ (any UTF—S) (Int64 n mS) (f|08t64)
time series identifier samples
e J
f 1 r
metric name label name
r g R —
api_http_ requests_total {method="POST", handler="/api/widgets", instance="1.2.3.4:8080", job="api-server"} —» [(t0, v0), (tl, vl), ...
%r—J L - J
label label value

https://promlabs.com/blog/2020/07/02/selecting-data-in-promq|


https://promlabs.com/blog/2020/07/02/selecting-data-in-promql

Pod started

Startup
Probe
Success?

Wait (delay)

Is last attempt?

Wait (delay)

. Readiness
Readiness FAILURE
< NO TRAFFIC Is last attempt? Probe
Success?

Yes

—— r [ ] r [ I~

https://andrewlock.net/deploying-asp-net-core-applications-to-kubernetes-part-6-adding-

health-checks-with-liveness-readiness-and-startup-probes/

Pod STOPPED

Startup FAILURE)

Wait (delay)

Pod running and
receiving traffic

Liveness
Probe
Success?

Yes

Wait (delay)

Is last attempt?

Liveness FAILUR
Pod STOPPED

)



https://andrewlock.net/deploying-asp-net-core-applications-to-kubernetes-part-6-adding-health-checks-with-liveness-readiness-and-startup-probes/
https://andrewlock.net/deploying-asp-net-core-applications-to-kubernetes-part-6-adding-health-checks-with-liveness-readiness-and-startup-probes/

search application
I & image: acma/searchv1 .0
Av anvs: dev, staging, us-central-1

guestbook application
l . image: acmel/guestbookv1 3
envs: dev, staging, us-east-1, us-wesi-1

s %
", o
Repository
Service
API %
Application
Controller

v v

[ Sync Hooks, | [D | 1
App Actions | CORY

v

v
z
/ f \\ dev  staging
LOOR

us-west-1 us-central-1 us-east-1




l :' I Container Registry

A

Wenn Tests erfolgreich: Manifest- Neues Image pullen
Neues Image releasen Repository
Git-Repo Cl-Server Image-Tag
aktualisieren \
tri Webhook
0 figgerWeinon Zustand sync
F 3
K8s Cluster
Push/PR auf Main-Branch

Pipelines zuweisen

______________ oo

I
I
|
1
1
I
N -

Entwickler Cl-Runner

Update
System-States
¥4

Neues Deployment

- s

|
| Anwendung




API
Request

I : l
N I [_[Admission Review] I
Webhook Kyverno ]
Configuration o :
N
[{ } I =  Monitor Webhook
Secrets ——

Generate Policy
Controller Controller

2 N 0

Report Change

Request

Generate
Request

}_

™ |



Personen

Peter

michaelf

sascha

Mentor

Systemarchitekt

Apache Member

dalibor

michaelt

Geschaftsfuhrer und Grinder der bee42

Tech

Hobby é

Java seit 1995

Container seit 2013

Container Trainings seit 2014

DevOps und SRE

agile

Automation

alexander

Apache Tomcat Committer

riccardo

Container on Embedded Machines - Raspberry Pl

Einradhockey

Wandern

Lesen

jannik

Joern

dennis

Maximilian



Ccollections)

Ccollections)

Kubernetes API kind: Pod I kind: Nodelf
Structure name: fanes
nginx-1 c node-1
-y (0]®)
kubectl api-resources -o wide l X I
Poo\s nodes
kind:
lAPIService /api/v1l/namespaces /api/vl/nodes kind:
name: /{namespace}/pods Custom
FlunderSrv Resource
- Definition
Api/v1
l and ~20 more... © =
. . : . . Built-in J |
3PISENVICES | a(a\reﬂts_)h;a;non.k% ~ Resources -" éP.‘ rr——— Crds
B k&s.io/v1
/apis/apiregistration.k8s.10 ) . [ .
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(V) @
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iximiuz.com

https://iximiuz.com/en/posts/kubernetes-api-structure-and-terminology/
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